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Disclaimer VISA

The information or recommendationscontained herein are provided "AS IS"and intended for informational purposesonly and
should not be relied upon for operational, marketing,legal, technical,tax, financialor other advice When implementing any new
strategyor practice,you should consultwith your legal counselto determinewhat lawsand regulationsmay apply to your specific
circumstancesThe actual costs,savingsand benefits of any recommendationsor programs may vary based upon your specific
businessneedsand program requirements By their nature,recommendationsare not guaranteesof future performanceor results
and are subjectto risks,uncertaintiesand assumptionsthat are difficult to predict or quantify. Assumptionswere made by us in
light of our experienceand our perceptionsof historicaltrends, current conditions and expectedfuture developmentsand other
factors that we believe are appropriate under the circumstance Recommendationsare subjectto risksand uncertainties,which
may cause actual and future results and trends to differ materially from the assumptionsor recommendations Visa is not
responsiblefor your use of the information containedherein (includingerrors,omissionsjnaccuracyor non-timelinessof any kind)
or any assumptionsor conclusionsyou might draw from its use Visa makesno warranty, expressor implied, and explicitly
disclaimsthe warrantiesof merchantabilityand fithessfor a particular purpose, any warranty of non-infringement of any third
party's intellectual property rights, any warranty that the information will meet the requirementsof a client, or any warranty that
the information is updated and will be error free. To the extent permitted by applicablelaw, Visashallnot be liableto a client or
any third party for any damagesunder any theory of law, including, without limitation, any special,consequential,incidental or
punitive damages, nor any damages for loss of businessprofits, businessinterruption, loss of businessinformation, or other
monetaryloss,evenif advisedof the possibilityof suchdamages
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Going Above and Beyond Security Standards
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Global Data Compromises

Compromise Cases by Region
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A Globaldata compromise events grew 23% in
2014 overthose managed in2013

A TheU.S. is the largest contributor, maintjue to
its large magstripe infrastructure andn
increase insuccessful attacks on third party
serviceproviders

A VEand AP represent the next largest
contributors to known breach events, together
compromising a quarter of thetotal

A Breachesn VE and AP are primarilZNP (93%
for VE; 94% for AP)

Visa Public



Data Compromises

VISA

Breach trends by merchant level and Mercha@ategory Code

Breach Events by Merchant Level

Entity Type 2012 2013 2014

% % %

Ie Level 1 <1% 1% 1%
8 Level 2 <1% 1% 1%
S Level 3 1% 4% 4%
= Level 4 95% 92% 93%
Agent <1% 1% 1%

Other 2% <1% 0%

Total 100% 100% 100%

A Whilelevel 4 (small) merchants account for the
largest number of known breach events (9a8in
2014),the largest impact comes from Level 1
(large) merchanbreaches

A Approximately 77% of at risk accounts in 2014
were tied back to LImerchants
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Percent of Breach Events by MCC

7% 4% 4% 4% ., 4% 6%
- 3% 204 020670 3% 2%
RESTAURANTS OTHER RETAIL  QSR'S B2B SUPERMARKETS LODGING

H2012 m2013 ®m2014

A Restaurants and 0ot her
portion of total known breaches (32% and 19%,
respectively, in 2014)

A Quick service restaurants, supermarkets, and
lodging make up the other topMCCs

A High-volume restaurants and retailers continue to
be at risk
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Data Compromises
Common breach patterns

l Entry ‘ -

A Hackers targeting interneexposed

remote access systems as initial
intrusion points

A Once in, attackers conduct network

reconnaissanceising diagnostic

tools/techniques to identify systems
with access to payment data and isolate

specific user accounts

A They create custom attack scripts and
tools inside the

further extend access

[ Card Data Theft ‘

A Payment card data is extracted with
specialized, difficult to detect malware

A Malware is named to appear as
legitimate security software, in some
cases

A Card data is encrypted to avoid
detection

A In many recent instances, traces of
attacker _activity are removed, |nc%lud|ng

me r ¢ hsaifidiedity mAGakeW O I K
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l Monetization ‘

A Payment data is used to commit
fraud, often across countries via
coordinated criminal activity

- ATMs
- Gift cards
- High-value goods

A Cards carry a typical value of
between $20$50 on markets for
stolen data

Note.: There may be a significant lag
between a breach and monetization



Latest Data Breaches -
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Healthcare Data Breaches Per Year VISA
Number of records
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* Source: Forbes, HealthData Breach At Anthem Is A Blockbuster That Could Affect 80Million, February 5, 2015
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Largest Healthcare Data Breaches VISA

80 million affected

Source: HHS Office for Civil Rights
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Office of Personnel Management Breach VISA
Not healthcare but Pll breach with significant impact

4 On July9, OPM

Records include 1.1 million discloses that 21

fingerprint records 21 million million PIl records
were compromised by
/" On June 12, theU.S. hackers.
government - _
determined an 14 million Stolen records includes

background checks and security
clearances for government
employees and their families

/
On June 5, hackers
The OPM had no dedicated exfiltrated 4.2 million

IT security staff until 2013 4.2 million | U.S federal personnel
| records.

additional 14 million
records were stolen by
hackers. )

/
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Exfiltration and Monetizing Payment Card Data

ACards are stolen with POS
malware

A Stolen card data is

encrypted to avoid
detection

A Traces are removed

A Offered for sale on cyber
crime websites

A Selling for $5- $50

A Offer money-back
guarantees and customer
support

A Paid with Bitcoin or other
online currency
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Exfiltration and Monetizing Pll and PHI

12

A Target phi

credentials compromised

A Pl 1/ PHI
collected

A Data i s
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A Offered for sale on
cyber crime websites

A Used to c
compromised identities

A Can be us:¢

impersonate the victims

Visa Public

A Selling for $20- $200
per account

A Usually higher than
payment card accounts

A Typically
done with PHI and PlI

VISA
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Breach Impact to Victims

VISA

Significant impact to victims of payment card fraud and PI1I/PHI theft

Consumer Stolen Actions Possible Consequences

Issue
New Card

Payment Card
Credit
Monitoring
> 7,

Contact SSA

PII/PHI

File Police
Report
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Payment Card Industry (PCI) Data -

Security StandardSS)
-« VISA

Health Insurance Portability
Accountability Act (HIPAA) Security




Health Insurance Portability and Accountability Act VISA
HIPAA Security is one section of the HIPAA Rule

fnnuwm)/\ Identifiers )l cmm)
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Regulatory Requirements for Healthcare Data

HIPAA Security Rule (1996)

A Admini strative, Physical, and Technical Safeguard
A Go all is to protect the confidentiality, integrity
A Compliance by April 21, 2005 (April 21, 2006 f or
A Limited enforcement by U.S. Heal th and Human

HITECH Act (2009)

A Part of the American Recovery and Reinvestment Act (ARRA) of 2009
A Accelerate adoption of Electronic Health Records (EHR)

A New civil penalties for violations

A Notification requirements for breach reporting

A Extends requirements to Business Associates

Meaningful Use (2010)

A I ncentives for meeting criteria for

A | mprove adoption and interoperability of EHRSs

A l ncludes 15 core requirements to complete for 1inc
A Ensures that Covered Entities must perform risk a
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PCI Security Standards Council (PCI SSC) VISA

a Industry-wide standards grougounded in 2006 e PCI DSS applies to any entity that stores,
Visg American Express, Discover, Jail MasterCard processes, or transmits cardholdeiata

Responsible for developmerdnd Trains and certifies data securigpmpanies

management of PCBecurity Standards ASVs, QSAs, PASAS, and PFls
PCI DSS, P®SS, and PTS

Security ™
Standards Council
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http://www.pcisecuritystandards.org/

Differences between P@SS andHIPAA Security VISA

Key differences in security standards

HIPAA

brands Government

Applies to Business

A Requires vulnerability Associates

scanning aanenteStlng Twelve highlevel security Administrative, physical
requirements and technical safeguards

A Store, process, or transmit =IO HBISIS S t A Applies to Covered Entities
payment card data ECUrty A Penalties can include civil
A Requires self assessment and criminal
quesﬂon?alre for small More prescriptive than Applies to all size Covereq A ReqUifed VErsus
merchants HIPAA Security Entities addressable
A QSA or ISA for large A Either stored or transmitted
merchants Enforced by the card Enforced by the Federal A
A

Document policies and
procedures
Allows for compensating

controls

Reasonable and
appropriate safeguards
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Changes to PCI DSS Versus HIPAA Security VISA

HIPAA Key Dates

' Standards
- Published

October
Y Standards 1 99 6 o
A Efective T 1C 1 R e P PP P PP
€ August 21 The Health Insurance @
January 1 - Portability and Accountability Act ~ *
of 1996 (HIPAA) was signed into
COMMUNITY MEETINGS law. 0 2003
. April 14 Deadline for Covered Entities

Revisions 4 Implementation

November-April

Feedback A Feedback
Review - Begins

April-August
0Old Standards

Retired
December 31

April 20 Deadline for Covered

Entities to comply with the o

Security Rule.

February 17 The American
Recovery and Reinvestment Act

of 2009 (ARRA) was signed into
law. This is the Health Information
Technology for Economic and
Clinical Health (HITECH) Act of
2009.

to comply with the Privacy Rule.

March 13 The Enforcement
Rule goes into effect.

January 17 The U.S. Department of
Health and Human Services (HHS)

releases the Omnibus Final Rule.
March 26 The Omnibus Final Rule takes effect.

September 23 Covered Entities, Business Associates,
and subcontractors must be in compliance with
most provisions under the Final Rule.

Staying ahead latest threats and
risks
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Going Above and Beyond

PCI DSS and HIPAA Security VISA




Threats and Risks to Payment Card Data and PII/PHI VISA

Targeted attacks and growing threats

Targeting companies with low security
\—i  Exploit weaknesses with rodits, POS malware
Database stores of payment card data and/étll/PHI

Email attachments with various exploits
Keyloggersused to harvest login credentials
Buffer overflows attacks to create backdoors on systems

Improve e commerce security and ensure application security
controls are used

Merchants accepting mag stripe transactions will be targeted
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